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Common Administrative Controls 

 Policies and Procedures

 Personnel Policies

 Passwords Policies

 Service Level Agreements (SLAs)

 Security Related Awareness and Training

 Change Management

 Configuration Management

 Patch Management

 Archival, Backup, and Recovery Procedures

Common Administrative Controls
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**027 Instructor: We have an  
exhaustive-- not necessarily an  
exhaustive list, but it looks like a long  
list of different administrative controls  
that we can put in place.  Let's talk  
about these a little bit, each one at a  
time. 
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Policies and Procedures 

 Key directive for taking action to implement an organization’s desires

 Set the tone for operations within the organization

 Some policies may be global or local to an organization

 Normally documented and signed by senior leadership

Policies and Procedures

28

 

**028 For example, we could  
actually just establish policies and  
procedures.  Policy is like a direction  
that you give the organization.  It  
really expresses what the executive  
management's desire is for the  
organization to follow rules.  It sets a  
tone, and it should be a tone at the  
top, by the way, for how operations  
should take place.  It's actually, if you  
think about it, a cultural instrument,  
because it sets the backdrop for how  
an organization's going to operate. 
  
Now, some of these policies may be  
applicable globally to an entire  
organization, or you may have local  
policies that apply.  Also you want to  
think about who is going to approve  
the policy, who reviews it, how often  
is it reviewed.  How well is it written?  
Is it written for people who are of  
  

Page 4 of 32



maybe a different background or  
culture to understand it? 
  

Policy Basics -1 

 Privacy Policy
 Describes what information can be disclosed and what information must be kept private

 Acceptable Use
 Typically signed by employees
 Consent to terms of use outlined by organization
 Often removes expectations of privacy

 Security Policy
 Set of policies outlining security expectations for users and administrators 

Policy Basics -1
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**029 There are different types of  
policies you may want to consider  
here when it comes to cyber risk  
management.  For example, you  
could have a privacy policy, and this  
could really go back to what needs to  
be kept private in terms of maybe  
personal information, for example. 
  
You may have an acceptable use  
policy.  This is especially important if  
you get new people in the  
organization and you have employees  
who really need to know what are  
the bounds of what they're allowed  
to surf on the internet over lunch, for  
example.  You may actually have  
training associated with that.  You  
may actually have them sign a  
document so that they understand  
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that they know what the acceptable  
use of your organization's assets are. 
  
You could also have security policies,  
and these are going to actually gauge  
and determine what's expected of  
now only employees but maybe of  
administrators and what they're  
actually supposed to do in terms of  
controlling your systems to make  
sure that there's no malicious activity  
that takes place on your systems. 
  

Policy Basics -2 

 Least Privilege
 Access to only what is required to accomplish normal duties
 Similar job functions have similar privileges

 Need-to-Know
 Further restricts access to sensitive resources
 Often used to grant access in special situations

 Separation of Duties
 Separate tasks that could give one person complete control
 Each person takes a portion of the task and cannot fully complete without the assistance of 

the other person
 Allows for error checking and correction
 Enables checks and balances to reduce fraud

Policy Basics -2
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**030 You could have a least  
privilege policy.  This is where we're  
actually determining what the access  
to these systems are.  It may also  
depends on who has a need to know,  
and you may document that in yet  
another policy.  You may also want to  
determine who gets what access  
depending on what duties they have. 
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Now, what you really want to do here  
is make sure that you have the duties  
separated such that no person can  
accrete the information in one spot  
and cause the greatest amount of  
damage to your organization or your  
assets.  So you're actually going to  
separate the duties and give them  
separate needs to know, for example,  
so that way they can still execute  
their job but they only have a certain  
data set to do it with. 
  

Policy Basics -3 

 Job rotation 
 Rotating a position can uncover errors or fraudulent behavior

 Mandatory vacations 
 Similar benefit to job rotation
 Irregularities could be found through transaction flows, communications with outside 

individuals, or requests to process information without following normal procedures 

Policy Basics -3
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**031 You may also want to think  
about job rotations.  So in this  
particular case, if we have a person  
that's in a particular role and that  
role has the ability to create a certain  
amount of mischief in an  
organization, or maybe bring an  
organization to its knees in terms of  
what kind of damage that can be  
done-- maybe the level of  
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confidentiality is really high with that  
particular job, maybe integrity's really  
important-- you can actually make it  
so that people actually have to rotate  
in and out of that job so that way  
you keep them off balance and you  
can identify fraudulent behavior if it's  
taking place. 
  
You can also enforce mandatory  
vacations.  Make people go away for  
a while, and maybe you will start to  
see that transactions will change, or  
the communications inside or outside  
the organization will change, and this  
may be indicative of a negative trend  
in the organization, of people not  
following a procedure, for example. 
  

Personnel Policies 

 Hiring practices
 Background checks
 References
 Confidentiality agreements
 Job descriptions
 Credit history
 Driving record
 Drug testing
 Education verification

 Employee supervision

 Employee terminations

Personnel Policies
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**032 We may also want to think  
about personnel policies in an  
organization.  We've already talked  
about the idea that people are  
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absolutely critical to our organization,  
but to be honest with you, they  
actually have great power to bring an  
organization to its knees as well if  
you're not careful.  So you want to  
think about this before you even  
bring them onboard.  Think about  
your hiring practices.  Are you doing  
the background checks necessary to  
understand where they're coming  
from, to make sure that they have  
not partaken in any criminal activity  
prior to coming to your organization.  
That may be indicative of future  
action.  You may also think about  
references and checking any  
references to see their previous  
performance at other organizations. 
  
You may also have them sign  
confidentiality agreements so that  
they don't expose proprietary  
information without at least have the  
sense of significant penalty coming  
against them if they do so. 
  
You can separate their job duties by  
having very detailed job descriptions  
for them.  This will all come back to  
that need-to-know idea as well. 
  
You can investigate their credit  
history.  You can look at maybe their  
driving records.  Now, by the way,  
driving record is not going to be as  
much of an issue.  This is going to be  
for someone who maybe is in your  
organization that is also doing driving  
or maybe some kind of shipping and  
delivery for yourself. 
  
You can also look into their resume  
to validate that they have the  
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education that they said that they  
have. 
  
You want to keep in mind too how  
you're supervising your employees,  
because let's face it, you don't quit a  
business, you quit your boss, and a  
boss can easily set the tone for a  
negative environment where you may  
have insider threat become a risk.  
You may also want to think about  
how you're terminating your  
employees and moving them out of  
the organization.  Are you securing  
their access to their accounts in a  
timely fashion such that they can't  
take information and/or do  
something malicious before they're  
terminated? 
  

Passwords Policies 

 Password policies are a must!
 Complexity – upper and lower case, numbers, and special characters
 Length
 Age 
 Account lockout and reset
 Auditing

 User training and awareness is important.
 Include password best practices in security training.
 Provide examples of good and bad passwords.

Passwords Policies
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**033 You may also establish  
policies around how passwords are  
set up in your organization, and we  
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all do this-- we're all logging into our  
computers at one point in a day or  
another, and when we do that, we  
put a password in, and obviously we  
do it so often that it may be even just  
second nature.  Some people though  
tend to write their passwords down.  
This is especially true when you have  
an organizational policy that  
demands a lot of complexity--  
something to keep in mind.  You  
have to balance it.  The length would  
also be a possible issue there.  You  
may also want to think about how  
long they're allowed to keep a certain  
password. 
  
Now, you can also set your system so  
that it looks for the complexity of the  
password changing over time.  You  
don't want to have someone use their  
pet's name and 01, pet's name 02,  
pet's name 03 the next month.  So  
you're going to want to look at that  
as well. 
  
You're going to also have policies set  
around what actually brings out a  
lockout in a system.  Would it be  
three negative logins?  Maybe they  
would have to actually go to an  
administrator and have their system--  
to have their access reset altogether.  
And you're going to also want to  
audit to make sure that people are  
actually following these password  
policies as well.  You also want to  
make sure that they're aware of the  
responses in establishing proper  
cyber hygiene in terms of password  
development. 
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A good idea is to provide examples--  
good passwords, bad ones, and what  
is allowed in the system and what's  
not. 
  

Service Level Agreements (SLAs) 

 An agreement between two parties where the level of service is defined based on
 Priorities
 Responsibilities
 Guarantees

 Common metrics include
 Uptime – common agreements include percentage of network uptime, power uptime, and 

number of scheduled maintenance windows
 Mean Time Between Failures (MTBF)
 Mean Time to Repair
 Mean Time to Recovery (MTTR) 
 Various data rates such as throughput or jitter

Service Level Agreements (SLAs)
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**034 You also have to focus on how  
you establish service- level agreements.   
Remember that these are agreements  
that you establish with other organizations  
so that way you get the services  
rendered that you're paying for.  You  
got to be careful here because you  
want to make sure that the  
agreement is constructed in a sense  
that you're getting the exact scope of  
what you're paying for.  You have to  
think about what you have priority in  
in terms of getting a return for your  
resource there.  You want to think  
about the responsibilities that that  
organization has for you.  And by the  
way, you may have to dictate  
priorities of what actions you want  
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them to take for you as well, and you  
actually may even want to  
incorporate some guarantees.  "You  
will be guaranteed to deliver me X  
services if a certain event happens,"  
for example. 
  
You may want to look at different  
metrics to measure how that third-  
party is performing for you.  So let's  
say they're providing a service where  
a piece of equipment has to be up for  
a certain period of time.  You may  
also want to think about how often  
their equipment is failing.  How long  
does it take for them to go from  
repair back to full operation?  How  
long does it take for them to recover  
operation if they were to lose it?  
These are all things that you may  
want to specify in that service-level  
agreement. 
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Security Related Awareness and Training 

 Security policy training and awareness

 Data classification and privacy

 User habits

 Threat awareness

 Social Networking and peer-to-peer (P2P)

Security Related Awareness and Training
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**035 You also want to be sure to  
keep training your employees and  
keep them aware of your policies.  A  
good example of this could be your  
data classification and privacy policy.  
If you have employees that are  
dealing with HIPAA information,  
health-related information, for  
example, you want them to be very  
aware of what they're working with  
and the high level and degree of  
responsibility that they have for that  
information.  So with that awareness,  
you're going to teach them how to  
actually handle that information and  
how to keep it secure. 
  
You're going to also want to focus on  
their habits.  This is where cyber  
hygiene may come into practice.  You  
want to make sure that people are  
doing the right things on your system  
so that way the information that they  
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have on that system cannot be  
corrupted. 
  
You may want to also keep your  
employees aware of certain threats  
that may be in an environment.  
Maybe it's the fact that you have-- as  
a gross example-- someone loitering  
outside your organization on the  
campus, and you don't really know  
what their purpose is there.  That  
would be a gross example of a  
physical threat awareness.  But it  
may also be the idea that you have a  
phishing email that comes into your  
organization.  That in itself could be a  
new threat.  So you may somehow  
advise your employees that you have  
this phishing email going around the  
organization and you give them a  
warning not to open it up. 
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Archival, Backup, and Recovery Procedures 

 Information should only be kept as long as it is required.

 Generally, recovery will take longer than backup.

 Practice recovery.
 Test your procedures.
 Test your backups.

Archival, Backup, and Recovery Procedures
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**036 Some other examples of  
some procedures we may have are  
archival backup and recovery  
procedures.  Now, what we want to  
think about here is the fact that our  
organization has, for whatever  
reason, fallen into a bad time where  
we actually have lost the integrity  
and/or the availability of information  
that we were using to make our  
organization go.  So what are we  
going to do?  We're going to be  
backing up this information and we're  
going to have it on a separate system  
altogether so that way we can come  
back, recover that information, and  
get back into the game.  And by the  
way, this is not easy.  There are all  
different types of technology we  
could talk about here, and there's  
also this notion that even though you  
had that technology, you need to test  
it.  You need to make sure that it  
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works for you, not just physically and  
technically that it's actually  
happening, but the people who are  
operating and have to actually make  
sure that they're doing the backup  
correctly and that they're doing the  
recoveries correctly-- you have to  
make sure that they know what  
they're doing as well. 
  

Classes of Security Controls 

 Management Controls 
Security controls for an information system focusing on the management of risk and 
information system security

 Operational Controls 
Security controls for an information system primarily implemented and executed by people

 Technical Controls
Security controls for an information system primarily implemented through hardware, 
software, or firmware components of the system

Classes of Security Controls

Ref: FIPS 200, Appendix A
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**037 So now let's talk about  
classes of security controls, because  
there are different types, and I want  
to decompose these eventually too  
into specific examples. 
  
First you may have management  
controls.  These are controls that  
actually focus on the management of  
risk in the organization, or within  
your information security system.  
You may have operation controls,  
and this may control literally how  
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people are doing things day to day.  
You may also have technical controls,  
and these are controls that are found  
in your computer systems.  A good  
example here would be any hardware  
or software that you've installed such  
that it prevents malicious actors from  
getting in. 
  

Classes of Security Controls – Implementation Examples 

 Management Controls
 Procedures, policies, “common practices”, monitoring and logging
 Legal and regulatory or compliance controls

 Operational Controls
 Physical controls such as physical barriers, locks and guards, access controls, alarms, 

and security cameras
 Administrative controls such as back-up and recovery procedures

 Technical Controls
 Safeguards incorporated into hardware, software, or firmware
 Router access control lists, encryption, “restore” program, automated system monitors

Classes of Security Controls –
Implementation Examples
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**038 So let's give some examples  
of what these may be.  Management  
controls, for example, could be  
policies, procedures, maybe even  
some common practices.  We may  
even have some regulatory  
compliance controls that we're  
following. 
  
Operational controls could be physical  
ones.  Remember we talked about  
locks, guards and gates, access  
controls?  Those are examples of  
operation controls. 
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They may also be administrative.  
Maybe we have backup and recovery  
procedures.  Technical controls would  
be what we have on our systems.  So  
these are safeguards that we may  
have in terms of our hardware or  
software.  We may have router  
access controls, for example.  We  
may have certain data that's  
encrypted. 
  

Security Control Families -1 

 Families are assigned to their respective classes based on the main characteristics 
of the controls.

 Minimum security requirements cover 17 security control families.
 Assist in protecting the confidentiality, integrity, and availability of information systems 

and the information processed, stored, and transmitted by those systems

 Find additional information and definition in NIST SP 800-53.  

Security Control Families -1
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**039 So what I want to do is  
familiarize you with NIST SP 800-53,  
and within it, it talks about security  
control families.  There are 17 of  
them, and they're all geared toward  
that CIA framework-- confidentiality,  
integrity, and availability-- and how  
we protect it. 
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Security Control Families -2 

Security Control Families -2

NIST Special Publication 800-53, 
"Recommended Security Controls for 

Federal Information Systems”
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**040 Here's a slide that  
summarizes them for you.  I'm not  
going to go exhaustively into each of  
these, but I would welcome you to  
go to NIST 800-53 and review each  
of these because there is a lot of  
detail here that NIST 53 provides.  I  
would like to note that the  
management, operational and  
technical classes are broken up into  
families, and within those, you'll find  
controls under each of those families  
as well. 
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Control Categories 

 There are many different control categories based on the intent of the security 
control and its effect on risk.
 Prevent
 Detect
 Correct
 Recover
 Direct
 Deter
 Compensate

Control Categories
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**041 Let's talk a little bit about  
how we're going to categorize our  
controls.  Now we can do this based  
upon the intent of what we're trying  
to do with each of them.  For  
example, we could have controls that  
prevent malicious actions from taking  
place, versus ones that actually just  
detect.  Let's go down the list in a  
little bit more exhaustive manner  
here. 
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Preventive Security Controls 

 Prevent intentional or unintentional harm (e.g., disclosure, alteration, or destruction 
of sensitive information)
 Policy – Prohibites unauthorized network connections
 Firewall – Blocks unauthorized network connections
 Locked wiring closet – Prevents unauthorized equipment from being physically plugged 

into a network switch

Preventive Security Controls

Adapted from giac.org

Note that controls often can cross administrative, 
technical, and physical categories.
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**042 For example, we have  
preventive security controls, and  
what we do with those is we want to  
prevent intentional or unintentional  
harm.  We can do this by establishing  
policies that maybe prohibits access.  
We could have maybe firewalls set up  
in a system to prevent access.  We  
could have locks on equipment so  
that way people can't get in. 
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Detective Security Controls 

 Like a burglar alarm, they detect and report an unauthorized or undesired event or 
attempted event.
 Log monitoring and review
 System audit
 File integrity checkers
 Motion detection

Detective Security Controls

Adapted from giac.org
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**043 We could also have detective  
security controls, and these are to  
basically see what's coming and  
going.  We can monitor logs of  
what's taking place in our systems.  
We can do audits on our systems.  
We can also, from a physical aspect,  
we can have just motion detection so  
that way we can see people coming  
and going in our facility. 
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Corrective Security Controls 

 Respond to and fix a security incident; also limit or reduce further damage from 
an attack
 Procedure to clean a virus from an infected system
 A guard checking and locking a door left unlocked by a careless employee
 Updating firewall rules to block an attacking IP address

Corrective Security Controls

Adapted from giac.org

Note that in many cases the corrective security control is 
triggered by a detective security control. 
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**044 We can have corrective  
security controls.  Some examples  
here would be maybe we have a  
procedure to actually take a virus out  
of the system once it's infected the  
system.  It's something that we're  
doing to actually fix or remedy an  
incident that has already happened,  
and what we're really trying to do is  
reduce further damage.  Another  
example could be physically a guard  
checking to look to see that the  
facility is clear of any intruders if a  
door is left unlocked. 
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Recovery Security Controls 

 Put a system back into production after an incident

 Most Disaster Recovery activities fall into this category. 
 After a disk failure, data is restored from a backup tape.
 Procedures should guide this process.  

Recovery Security Controls

Adapted from giac.org
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**045 We could also have recovery  
controls.  What we're trying to do  
here is we're trying to actually get  
the system back up online to its  
original productive state.  So what we  
really want to do is we want to  
understand, for example, how we  
could recover a disk after it's failed.  
What are we going to do about  
restoring that data?  Do we have  
procedures for people to restore that  
data? 
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Other Security Control Types 

 Directive security controls 
 Equivalent of administrative controls
 The directive can be in the form of a policy, procedure, or guideline.

 Deterrent security controls 
 Discourage security violations
 "Unauthorized Access Prohibited;” presence of security cameras; a policy that states access to 

servers is monitored

 Compensating security controls 
 Provide an alternative to normal controls that cannot be used for some reason
 If a server cannot have antivirus software installed because it interferes with a critical application, 

use increased monitoring or isolating that server on its own network segment.

Other Security Control Types

Adapted from giac.org
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**046 Some other types could be  
some directive security controls such  
as administrative controls.  These are  
additional policies or procedures that  
tell people what specifically they can  
do.  We can actually have deterrent  
controls.  Now this would just deter  
people from doing bad things.  A  
good example here was the security  
camera notion where we actually  
have a security camera up in an  
organization, and it may not even be  
one that's being used, but the fact  
that somebody can see it, it's going  
to discourage them from doing  
anything negative. 
  
We could have compensating security  
controls.  Now this is-- say that we  
have normal controls in place, but for  
some reason we need additional or  
some kind of alternative control that  
would help us.  So suppose that we  
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have antivirus software on our  
system and it's actually interfering  
with critical operations that we have.  
So maybe what we do is we have to  
isolate that server and we have to  
have our own network segment.  
This may be an action that we're  
taking as a compensating security  
control. 
  

Controls for Business Continuity 

 Redundancy
 Duplicate equipment, circuits, people, facilities, service providers

 Backups
 Periodic backups
 Data Escrow
 Cross-training staff

 Diversity
 Different operating systems, applications, vendors, routing
 Geographic

Controls for Business Continuity
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**047 So we can also have controls  
that support business continuity.  
Now remember business continuity is  
what we want to keep our  
organization moving despite that risk  
coming to fruition.  A good example  
here could be we could have  
redundancy in our system.  Maybe  
we have a critical asset and if we lose  
it our organization can't operate.  So  
it would be a good idea to have  
another one in place. 
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The same idea could be said here for  
people.  Suppose I have a person  
who knows some critical information,  
or maybe has a critical skill or  
capability.  I could train another  
person to have that same skill or  
capability so that way if that person  
happens to be sick on any given day,  
we can turn to this other person that  
we've trained. 
  
We could also think about backups.  
Where are we going to store this  
information if I lose availability of the  
information that I need to make my  
enterprise operate?  Maybe I give it  
to another organization to hold in  
escrow.  Another thing I could do  
here in terms of backups is once  
again cross-training staff.  Now that's  
that capability idea, but this for  
backups is thinking more in terms of  
maybe a person knows something  
specifically and we're going to  
actually have the other person know  
the same thing, so that way if I lose  
one individual I'll still have access  
with another individual to execute the  
same task. 
  
I may also want to think about  
diversity here.  Now what I'm talking  
about is I have separate systems,  
and maybe they're doing the same  
thing, but they may be located in a  
different place, or maybe they have  
different applications that do the  
same thing, maybe made by different  
vendors altogether.  Also I may want  
to think about geographic diversity.  
Maybe I have critical assets in one  
place and I have a mirrored set in yet  
another place so that way if I lose  

Page 28 of 32



one, I have the other set that I can  
turn to. 
  

Spare Equipment and Contingency Services 

 Thinking about renting laptops for recovery?
 Use care in selecting a provider.
 Understand provider’s “policies”.
 Do you have exclusive use?
 Test the product.
 Where are they stored?
 How do you get them in an emergency?
 Other challenges…

Spare Equipment and Contingency Services

http://abcnews.go.com/Technology/laptop-spying-rental-company-sued-alleged-webcam-spying/story?id=13528292

Always vigilant – even 
during a recovery.

48

 

**048 What we have here is we  
have spare equipment and  
contingency services.  The way we  
think about this is suppose I have an  
organization that is looking at a risk  
that could come to fruition where I  
need additional laptops, and I can  
actually go to them and rent twelve  
laptops at the drop of a hat if that  
risk were to come to fruition, but  
what I need to do before I go and do  
this is think about what provider I'm  
selecting and how I'm going to do it,  
what policies I'm going to have in  
place to control what this provider  
has in terms of information and  
assets that my organization is going  
to give them, because they're going  
to give it back when I need at that  
bad day. 

Page 29 of 32



Do I have exclusive use of those  
computers?  Think about this: If  
there's an organization that is resident  
in a city and a tornado hits that city  
and I lose the computer and laptops  
that I need, call up the individual and  
say, "Hey, I need those laptops now,"  
and he's like, "Hey, sorry to say, but  
I've already given it to two other  
clients that had the same exact  
contract with me."  You want to  
make sure that you have exclusive  
access to those assets that you have  
licensed for and that you're paying  
for. 
  
You may also want to test the  
product, because it's going to sit in a  
service locker somewhere.  You want  
to make sure that at a moment's  
notice you can open it up, turn it on,  
and you can get your organization  
back up and running in no time.  
Think about where they're stored.  If  
that service locker is in the same city  
where that tornado is going to hit,  
this could be a problem because that  
same locker that has your backup  
computers could be swept away.  
You really want to think about too  
how are you going to truly get to  
them in an emergency.  You always  
want to be vigilant. 
  
A good example here too is you want  
to think about the provider and you  
want to vet them well.  In this  
particular case where I have an  
example here, you actually had a  
laptop service that was providing the  
same rental idea, but they were  
salvaging or taking or stealing  
information off those computers and  
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using it for their own nefarious  
reasons. 
  

Alternate Storage and Processing Sites  

 A number of different strategies exist.
 The right one will depend on the business needs. 
 Recovery Point Objective, 

Recovery Time Objective, cost, 
availability, capabilities, speed, 
access, etc.

 Make sure to consider
 Physical security, staffing, utilities

(water/power), environment

Alternate Storage and Processing Sites 

Co
st

RTO & Availability for Use
(lower is better)

Multiple  Processing  Centers

Hot Site

Warm Site

Cold Site
Mobile Unit

49

 

**049 Now, let's talk about that  
diversity in geographic location here.  
You want to think about this in terms  
of having maybe alternate storage  
and processing sites.  There's a lot of  
different strategies that exist right  
here that we could talk about, but  
remember we want to keep in mind  
at what point do I lose so much data  
that I can no longer keep my  
organization operating?  That's my  
recovery point objective.  I may also  
have a period of time that I have to  
think about where, if I'm not  
recovered, my organization is not  
going to be able to get back up to its  
original state. 
  
And by the way, this all costs money,  
so we want to think about what we're  
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going to do in terms of what we're  
willing to pay for to suit our risk  
appetite. 
  
So you want to think about a lot of  
different things here.  You want to  
think about physical security of those  
sites.  Am I going to staff both those  
sites?  Maybe a site is remote and it's  
largely operated by just a ghost staff,  
or maybe a skeleton crew of maybe  
one to two people.  What kind of  
utilities are necessary and will they  
always be available?  What kind of  
environment is it?  Can I trust it? 
 

Notices 

1

Notices
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